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Preview step 1

Applicative System Redundancy for PLCnext AXC F 2152 controller
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For what reason?

Applicative System Redundancy

Avoiding “Single Point of Failures“ in a system

Industry solutions Marine & Offshore3

https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
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▪Realization:

Components with the same functionality are built up multiple (parallel).
The additional components normally aren't needed.

▪Characteristic:

A breakdown of a multiple build up component doesn't lead to a breakdown 
of the overall system.

The basic principle of a redundant system is the automatic switch over of the 
communication channels to intact routes, in case of incident occurs.

What is Redundancy?

Applicative System Redundancy

Industry solutions Marine & Offshore4



6,20

5,30

4,00

3,50

4,60

5,60

6,20

11,20 11,20

▪Hardware-Layout

▪Which components are used

▪Network-Layout

▪Firmware and Software functions

▪Network Redundancy

▪Controller Redundancy

▪Data Synchronization

▪HMI-Interface

Agenda

Applicative System Redundancy

Industry solutions Marine & Offshore5
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▪ PLCs: PLCnext Control AXC F 2152 

(Firmware 2020.0 LTS)

▪ IO-Stations: Axioline bus coupler 

AXL F BK PN TPS (Firmware 1.30)

+ Axioline IO-modules

▪ Network: Managed switch FL SWITCH 22xx

as Manager/Client for MRP.

Hardware elements

Applicative System Redundancy

Robust components

Industry solutions Marine & Offshore6

Modular design

Slim network structure

First 

PLC

Second 

PLC

I/O-Station A I/O-Station B

MRP 

Manager

MRP 

Client

I/O-Station C

https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
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Examples for system layout

Applicative System Redundancy
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What means “applicative“?

Applicative System Redundancy

The customer has to 

program and configure 

his redundant solution!

We are providing 

firmware and software 

functions to do so!

https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
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Basic elements

Applicative System Redundancy

Network Redundancy Controller Redundancy

Data synchronization HMI interface

https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
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Basic elements

Applicative System Redundancy

Network Redundancy

https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
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Media Redundancy Protocol (MRP) according 

to IEC62439:

▪One Switch has the role of the MRP-

manager.

▪All other devices in the ring structure must 

support the MRP-client function.

▪Switch-over time 200ms.

▪All devices without MRP-client function are 

connected to edge port of the managed 

switches.

Network Redundancy

Applicative System Redundancy

MRP-manager

MRP-client

MRP-client

MRP-client MRP-client



6,20

5,30

4,00

3,50

4,60

5,60

6,20

11,20 11,20

Industry solutions Marine & Offshore12

Basic elements

Applicative System Redundancy

Controller Redundancy

https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
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▪Both Profinet IO-controllers are 

connected to all Profinet IO-devices 

at the same time.

▪One PLC is the active controller 

(Primary), and the other PLC is the 

standby controller (Backup).

▪The IO-devices have to sent their 

input process data to both PLCs.

System Redundancy Layer “SRL“

Controller Redundancy

First 

PLC
Second 

PLC

SRL SRL SRL

SRL SRL
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▪ By the means of function blocks, the PLCs 

negotiate among themselves who controls 

the process, i.e. who has the role of the 

Primary or Backup respectively.    

▪ This communication is done via an UDP/IP 

based protocol.

▪ Typical system switchover time: 

Minimum 300ms

Software function block

Controller Redundancy

First 

PLC

Second 

PLC

Controller 

Redundancy
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▪ The function block compares cyclically the Current-State-Signals of the 

Partner-PLC (xPartnerSignal..) with the own Current-State-Signals 

(xSignal..). The values of the signals are compared in ascended order 

beginning with 0. If a difference of the values at a determined bit-number x 

is perceived, the values of the Current-State-Signals with higher bit-

numbers (>x) are not compared anymore. Therefore the priority of a switch 

over condition depends on the bit-number used for this Current-State-

Signal. 

▪ Switching over the state of a PLC from Backup to Primary is carried out, if

the value of an own Current-State-Signal is TRUE and the value of the

corresponding Current-State-Signal from the other PLC is FALSE.

▪ Switching over the state of a PLC from Primary to Backup is carried out, if 

the value of an own Current-State-Signal is FALSE and the value of the 

corresponding Current-State-Signal from the other PLC is TRUE.

Current-State-Signals Evaluation

Controller Redundancy
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▪ If the value of the Current-State-Signal to be transmitted is TRUE (OK), Controller A (source of the 

signal) negates an input-bit from Controller B (destination of the signal) to an output-bit to Controller 

B. In turn the Controller B copies this input-bit to an output-bit back to Controller A.

▪ Controller B (destination of the signal) checks if the Current-State-Signal changes its value within an 

adjustable period. If there is a change of the value within this period (from TRUE to FALSE or from 

FALSE to TRUE), this Current-State-Signal is interpreted as a logical 1 (TRUE). If there is no 

change of the value within this period, this Current-State-Signal is interpreted as a logical 0 

(FALSE).

Current-State-Signals Transmission

Controller Redundancy
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Basic elements

Applicative System Redundancy

Data synchronization

https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
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First 

PLC

Second 

PLC

Industry solutions Marine & Offshore18

Data synchronization:

▪The active controller (Primary) sends 

selected data to the passive 

controller (Backup). 

▪This is done via function blocks 

based on the IP communication 

capabilities of the PLC.

Data synchronization

Applicative System Redundancy

Data synchronization
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Function blocks for data synchronization:

▪ Main function block for establishing the 

communication link between the PLCs.

▪ Function blocks for standard data types (up to 

32kBytes for all variables in total).

Supported data types:

BOOL, BYTE, WORD, DWORD

SINT, INT, DINT, USINT, UINT, ULINT

REAL, LREAL

Data synchronization

Applicative System Redundancy
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Basic elements

Applicative System Redundancy

HMI interface

https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
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▪ The current roles of the First- and Second-PLC are evaluated 

from the Modbus TCP-Client. 

▪ The Modbus TCP-Client is always automatically connected 

to active controller (Primary). This dynamical connection of 

the visualization variables is part of the Modbus TCP-Client of 

the visualization system.

HMI-Interface via Modbus TCP

Applicative System Redundancy
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Basic elements

Applicative System Redundancy

Network Redundancy Controller Redundancy

Data synchronization HMI interface

▪ System redundancy 

layer SRL

+ Function block

▪ MRP

▪ Function blocks ▪ Modbus TCP

https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
https://www.phoenixcontact.com/online/portal/pc?1dmy&urile=wcm:path:/pcen/web/main/my_phoenix_contact/communication_manuals/Powerpoint/556a1fa1-2990-4aee-a063-7dbdd02bf43a
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Preview step 1

Applicative System Redundancy for PLCnext AXC F 2152 controller
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